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1	Decision/action requested
It is proposed to approve this solution in MEC TR 33.839.
2	References
[1]	3GPP TR 33.839: " Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC"
3	Rationale
This pCR proposes evaluation on solution#1 in TR 33.839. 

4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***
[bookmark: _Toc41060441][bookmark: _Toc54103951]6.1	Solution #1: DNS request protection
[bookmark: _Toc41060442][bookmark: _Toc54103952]6.1.1	Introduction
The key issue #9 is proposed to protect the DNS request modification attack. In edge computing environment, DNS request is needed to query the Edge Server's address. If the DNS destination address is modified by the attacker, then wrong Edge Server address may be allocated. This attack may make UE connected to a far Edge server and ruin the advantage of the MEC, even worse, the false DNS server may lead UE to connect to a compromised Edge Server.
TS 33.501 [7] has an informative annex P.2 on the security aspects on DNS for 5G, and it is proposed to reuse the enhanced DNS on MEC system.   
[bookmark: _Toc41060443][bookmark: _Toc54103953]6.1.2	Solution details
DNS server should support DNS over (D)TLS, as specified in RFC 7858 [21] and RFC 8310 [22]. The DNS server(s) that are deployed within the 3GPP network can enforce the use of DNS over (D)TLS. The UE can be pre-configured with the DNS server security information (out-of-band configurations specified in the IETF RFCs like, credentials to authenticate the DNS server, supported security mechanisms, port number, etc.), or the core network can configure the DNS server security information to the UE. When DNS over (D)TLS is used, a TLS cipher suite that supports integrity protection needs to be negotiated.
[bookmark: _Toc54103954]6.1.3	Solution Evaluation
TBD.This solution reuses the security recommendations from TS 33.501 and requires UE and DNS server to support DNS over (D)TLS, while introducing no extra impact to other network entities.  


****END OF CHANGES ***
